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Ha Noi, ngay 2/i thdngJ2. n^m 2021So: 5232 /BTTTT-CATTT
V/v ra soat, xii ly 16 hong Log4 Shell gay 

anh huong nghiem trong tren dien rong

Kinh gui:
- Cac Bo, Co quan ngang B6, Co quan thupc Chinh phu;
- Van phong Trung uong Dang, Van phong Chu tich mroc, 

Van phong Qu6c hoi, Toa an nhan dan t6i cao, Vien Kiem 

sat nhan dan toi cao, Kiem toan Nha nude;
- UBND cac tinh, thanh ph6 true thuoc Trung uomg;
- Cac Tap doan kinh te, T6ng cong ty Nha nude, cac Ngan 

hang TMCP; cac To chuc tai chinh.

TAP DOAN CN CAP St! Vltl ,NAM I

So:....01............. |
Ng4y: I

Cbuy^a: JlLUJttkl...........
LS. Mmz.... .....
TT" -pr&f-: ^/u me

D^N

Ddu thang 12/2021, lo h6ng bao mat trong Apache Log4j (con goi la
** ^r^1/Log4Shell cd ma loi CVE-2021-44228) da gay anh hudng ddn rat nhilu he th6ng

in cua cac td chuc tai nhieu qu6c gia tren thd gidi trong do cd Viet Nam.
hang bao mat nhan dinh la 16

a nguy hiem nhat trong khoang 10 nam qua.
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'o h6ng bao mat nay da duoc cac chuyen gia vaTran N

h6ng gay anh hudng tren dien rong va

Be phan ung trude nguy co do, nhieu quoc gia tren the gidi da yeu cau ga

cac co quan va to chuc cua quoc gia 

cac he thdng bi anh hudng ngay lap tuc.

ia minh thuc hien ra soat va khic phuc doi vdi

sdm cd van banTai Viet Nam, ngay 10/12/2021 Cue An toan thong tin da 

canh bao so 1734/CATTT-NCSC v6 viec lo h6ng bao mat anh hudng nghiem
trong trong Apache Log4j, tuy nhien nhieu co quan to chuc van con chu quan 

chua thuc hien cac bien phap quyet liet de xu ly 16 hong dan den cac nguy co gay 

mit an toan thong tin ngay trude mat. Trong khi do, hien nay da cd tren 400 hang,
cung c£p san pham, phan m6m xac nhan cd su dung bo thu vien Apache Log4j 

va bi anh hudng bdi 16 hong tren. Trong do cd rlt nhieu cac hang Idn, pho bien 

duoc su dung rong rai tai Viet Nam nhu Elastic, VMware, SolarWinds, Apache

nha

Struts, Apache Solr, Jitsi • • •

dac biet nghiem trong va anh hudng tren dien rong tdi 

, nhim dam bao an toan thong tin cho cac he thong
Trude cac nguy co 

ph4n Idn cac he thong thong tin
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thong tin cua Viet Nam, Bo Thong tin va Truygn thong yen can Quy co quan, to 

chuc nghiem tuc, trach nhiem chi dao thirc hien:

1. Kiem tra, ra soat va xac dinh cac he thdng thong tin co kha nang hi anh 

hudng trong pham vi quan ly cua minh (dac biet luu y doi voi cac ung dung ty 

phat trien bdng Java). Thuc hien cap nhat ban va bao mat hoac xu ly khdc phuc
r r r r t

theo khuyen nghi cua nha san xuat. Doi voi cac he thong, san pham bi anh hudng 

nhung chua co ban va, giai 

phap thay the de dam bao he thong khong bi tan cong, khai thac thong qua 16 hong

bao mat tren.

i phap khic phuc tir nha san xuat can thuc hien cac giai
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dau hieu lien quan den cac hanh vi khai thac 16 hong 

Log4Shell tren toan bo he thong thong tin de phat hien va xu ly kip thdi cac dau
r

hieu tan cong mang.

3. Bao cao ve B6 Thong tin va Truyen thong ket qua ra soat va xu ly khac 

phuc trudc ngay 30/12/2021 de thuc hien tong hop bao cao Thu tudng Chinh phu.
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Bao cao gui true tiep ve Trung tarn Giam sat an toan khong gian mang quoc gia 

(NCSC), Cue An toan thong tin qua thu dien tu: ais@mic.gov.vn. -

Tran trong./.

Noi n It an:
- Nhir tren;
- Bo Cong an;
- Bo Quoc phong;
- Ban Co yeu Chinh phu;
- Bo truong (de b/c);
- Thu truong Nguyen Huy Dung;
- Luu: VT, Cue ATTT.
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