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$6: 3844 /BTTTT-CATTT Ha Ngi, ngay,f4 thang 10 ném 2017
V/v dén dbc tiép tuc tang cuong bao dam '
ATTT truée su kién APEC 2017
Kinh gtri:
“-TAPBOANCNCAOSUMT -~ - (;ac B9, co quan ngang B9, co quan’thuoc Chinh phu;
b 531 - Uy ban nhan dan céc tinh, thanh pho tryc thuge Trung wvong;
PEN Neay: 30 j 1), 4_@ 17... " - Céc Tap doan kinh té, Téng cong ty nha nuéc;
Chuybn: ....... G2 - Cac T6 chirc tai chinh, Ngan hang thuong mai;
L LR - Céc doanh nghiép cung céap dich vu vién thong, Internet.
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Ngay 06/9/2017, B6 Théng tin va Truyén thong di c6 cbng vin s6
29/BTTTT-CATTT vé viéc dén dbc ting cudng bao dam an toan théng tin
.—W W trude su kién APEC 2017 gui céc co quan, tb chire, doanh nghiép.

% Tinh hinh an toan thong tin gin day tiép tuc dién bién phu:c tap Ngay
. TrAn Nene Tl,}l%l.p/2017 B6 Théng tin va Truyén théng ghi nhin nguy co tin cong mang

—

nguy hiém qua giao thuc ng_ang khong day Wifi. Phuong thirc ta;l ;Emg sir dung

¥ thuat KRACKs (Key Remstallatlon Attacks) cho phép déi tugng tan cong
nghe 1én, 14y trom dir heu, g1a1 ma glao thirc ma héa va doc duogc ndi dung cua
cac goi tin truyén qua rinang wifi su' dung giao thirc WPA/WPA2, mdt giao thirc
duoc sir dung rong rai tren hau het cac thiét bi khéng day hién nay.

Co quan chirc nang > cta Bo Thong tin va Truyen théng (Cuc An toan thong
tin) i c6 cong van canh bdo sb 541/CATTT-TPQLGS ngay 16/10/2017 (gt
kém theo) canh bao téi co quan chuyén trach vé CNTT/ATTT ctia cac Co quan,
t4 chnic, doanh nghiép.

Nhiim ting cudng bz’io dam an toan théng tin khi si kién Tuén 1& Cép cao
APEC 2017 dang dén gan B4 Thong tin va Truyén thong yéu ciu cic co quan,
t chirc, doanh nghiép trién khai mét s6 ndi dung nhur sau:

1.Té chire quan triét trién khai cdc ndi dung tai cong van s6 272/BTTTT-
CATTT ngay 06/9/2017 ctia B4 Théng tin va Truyén thong.

2. Chi dao co quan chuyén trach v& CNTT/ATTT cta co quan, td chirc,
doanh nghiép khan trurong trién khai theo huéng din tai céng van canh bao sb
541/CATTT-TDPQLGS ngay 16/10/2017, cu thé mot s ndi dung nhur sau:

-



- Canh béo, phd bién réng rii vé nguy co tdn cong mang qua giao thirc
khéng dAy t6i cdn bd quan tri va nguoi sir dung.

- Khéng st dung hoiic han ché ti da viéc sir dung mang khéng day Wifi dé
truyén tai c4c théng tin quan trong, nhay cam.

- Két hop cac bién phap khéc khi sir dung mang khong day d& bao dam an
toan cho théng tin, dir liéu duge truyén tai nhu: kénh truyén riéng dugc ma hoa;
chi truy cép va sit dung théng tin quan trong trén céc trang web dung https; st
dung cac g dung c6 ma hoa riéng;...

- Chti déng theo ddi céc thong tin tir cac co quan churc nang va cac tb chirc
v& an toan théng tin d& kip thei cdp nhat cic ban vé cho thiét bi nhim ngén chan
nguy co tin céng mang qua giao thirc khong day.

7 Thong tin lién hé ctia Cuc An toan thong tin trong trudng hop cin trao dbi
thém théng tin va hd trg tur van, xtr ly: |

- Thur dién tir: ais@mic.gov.vn

- Dién thoai dudng day néng (truc 24/7): 0989344430 ho#ic 0922556666.
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